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Abstract 

This study proposes a generic rubric that can be used as an assessment axis for information security 

educational materials regarding existing computer science education evaluation standards to assess the 

learning effectiveness of information security educational materials aimed at young people. The proposed 

rubric includes items such as “understanding of cyber security” and “understanding why passwords are 

necessary,” and five-level learning objectives are defined for these items. Furthermore, the proposed 

rubric was used to assess the existing information security educational material “Hajimete no Joho 

Security (Learning First Information Security in a Different World)” using Minecraft. The proposed 

rubric was mapped to the learning contents of the teaching material as an assessment method, and the 

learning effectiveness of the teaching material was measured using Minecraft with the cooperation of a 

community center project in Sayama City in Japan. Therefore, we were able to evaluate the learning 

effects using the proposed rubric. 

Keywords: Security Education; Evaluation of teaching materials; Rubric 

1. Introduction 

This study proposed a rubric for assessing the usefulness and learning effectiveness of information security 

educational materials for young people. Information security education has been studied for companies, working 

professionals, and university students (Ahmed, Lundqvist, Watterson, Baghaei, 2020; Yngström, Björck, 1999) . In 

addition, the Information-Technology Promotion Agency of Japan (IPA) has proposed a Common Criteria for 

Information-Technology Security Evaluation (Information-technology Promotion Agency, 2017) to evaluate 

information security. However, these evaluation criteria are primarily useful for assessing the level of information 

security in businesses, and they are difficult to apply to the evaluation of educational materials and education for 

young people. To address this issue, this study looked at the following RQs for evaluating educational materials . 

RQ1: Can we create a rubric to evaluate information security education materials?  

RQ2: Can the proposed rubric be used to evaluate information security education materials? 

To respond to RQ1, we proposed an evaluation index for information security education  in the form of a rubric, 

which is a learning achievement goal, based on the Computer Science Teachers Association (CSTA) K-12 

Computer Science Standards (Computer Science Teachers Association, 2017), which is a computer science 

education standard. As a method to answer RQ2, we investigate the possibility of using the proposed rubric as an 

evaluation axis by mapping it to the existing information security education material for young people “First 

Information Security in a Different World”(Internet-rating observation institute 2021) created by the Internet 

Content Review and Inspection Organization (I-ROI). The answers to these RQs are expected to contribute to the 

https://creativecommons.org/licenses/by/4.0/


Proposal of Rubric for Information Security Education Materials 

Daisuke Saito, Shumon Masuda, Hironori Washizaki, Yoshiaki Fukazawa, Toshiharu Nishizawa 

Copyright: © SANKEI DIGITAL INC. 

2 

evaluation of information security education for young people. Furthermore, the proposed rubric will facilitate the 

use and development of teaching materials. 

The remainder of this article is structured as follows. The background of this study is described in Section 2. The 

proposed rubric is presented in Section 3. Section 4 describes the evaluation of information security education 

materials using the proposed rubric. Section 5 presents an experiment in a security education course to 

demonstrate the usefulness of rubric evaluation. Section 6 discusses the results of the evaluation . Section 7 

presents related studies. Finally, Section 8 concludes this study and provides future perspectives . 

2. Background 

2.1. Information Security Education 

Information security education for young people has been the subject of much research and is important 

worldwide. In Japan, the Ministry of Education, Culture, Sports, Science, and Technology's Guide to the 

Informatization of Education (Ministry of education, culture, sports, science, and technology, 2019) also cites 

information morality education as a means of fostering the ability to utilize information, an ability that is required 

in an information society.  

Furthermore, numerous studies on information security education and the development of teaching materials have 

been conducted. First, we will look at a case study from Japan. Web-based information security educational 

materials for upper elementary school students were developed in a study by Oguma et al (Oguma, & Yamamoto, 

2021).  

Furthermore, in a study conducted by Shiota et al (Shiota, Takase, Sakai, Kobayashi, Yabuuch, 2019). The goal of 

this educational material was to allow students to assess the “suspiciousness” of problems in information security 

for themselves. The teaching m.od that used this material was shown to be beneficial for students in judging their 

own “suspiciousness.” 

Second, we present examples of studies from around the world. Reid et al. demonstrate learning effects in an 

information security study using games (Reid, Van Niekerk, 2014). Rahman et al (Rahman, Sairi, Zizi, Khalid, 

2020) showed the importance of cybersecurity education in schools through a comprehensive literature review. In 

particular, they raised the lack of knowledge and resources for cybersecurity education as a challenge, and stated 

that teachers, families, and others should work together on cybersecurity education. In a research by Geary et al 

(Geary, Ronke, Geary, 2019) the authors reported on the effectiveness of a 3D sandbox-type game called 

Minecraft in teaching information security. The results revealed that all aspects of information security can be 

taught in a fun way by utilizing the 3D space in Minecraft.  

2.3. Rubrics 

Rubrics are indicators of educational perspectives graded by learning objectives (Reddy, Andrade, 2010; 

Stegeman, Barendsen, Smetsers,2016). This rubric has been proposed in many educational studies (Fegely, 

Cherner, 2021; Saito, Kaieda, Washizaki, Fukazawa, 2020; Akram, Min, Wiebe, Navied, Mott, Boyer, Lester, 

2020). A rubric based on Bloom's Taxonomy (Krathwohl, 2002) is proposed in a study by Ramsoonder et 

al(Ramsoonder, Kinnoo, Griffin, Valli, Johnson, 2020) for the evaluation of SQL-related cybersecurity education 

2.3. Computer Science Standards for Education 

Learning objectives such as information security are included in computer science educational standards such as 

the CSTA K-12 Computer Science Standards and the ISTE Standard (ISTE, 2016). The CSTA K-12 Computer 

Science Standards are the focus of this research. 

The CSTA developed the CSTA K-12 Computer Science Standards, which are standards for computer 

science education. These standards include several computer science assessments as well as a section on 

information security. The following items, for example, are included: Explain what passwords are and why 

we use them and use strong passwords to protect devices and information from unauthorized access 

(Computer Science Teachers Association, 2017). 

Recommend security measures to address various scenarios based on factors such as efficiency, feasibility, 

and ethical impacts (Computer Science Teachers Association, 2017). 

As a result, this standard can be used to assess information security education. However, the goals of these items 

include many learning perspectives, making it difficult to evaluate teaching materials and learning using this 
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standard. As a result, in this study, these learning perspectives are divided and the learning objectives are 

divided into phases to facilitate evaluation. 

3. Proposal for an Information Security Education Evaluation Rubric 

We proposed an evaluation index for information security education in this study, based on a rubric that divides 

perspectives into stages based on learning objectives. The CSTA K-12 Computer Science Standards were utilized 

to create the proposed rubric, and the seven elements of cybersecurity, a sub-item of the standards, were divided 

into 12 perspectives by referring to Networks & the internet, an item of the standards. The proposed rubric is 

shown in Table 1. This rubric includes 12 evaluation perspectives: “Need for Passwords,” “Understanding 

Cybersecurity,” “Personal Information,” “Understanding Physical Security,” “Understanding Digital Security,” 

“Encryption,” “Communicating Information,” “Information Ethics,” Security Measures,” “Cyber Security 

Measures,” “Applications of Security Measures,” and “Understanding Unauthorized Access and Attack 

Techniques,” were designed to allow evaluation of several information security education programs. We also 

divided the rubric's perspectives into five levels of learning objectives. These learning objectives were designed 

so that Stage 1 would be the least proficient and Stage 5 would be the most proficient. Examples are shown below:  

Learning Perspective: Understand why passwords are necessary (Need for passwords) 

Stage1: Can explain what a password is 

Stage2: Can devise and set passwords 

Stage3: Able to analyze simple passwords hung on files. 

Stage4: Can set passwords that are virtually impossible to guess or analyze. 

Stage5: Can set and manage passwords for critical information in an organization.  

Learning Perspective: Understand the cybersecurity issues that are currently occurring around the world 

and what to do about them (Understanding of cyber security)  

Stage1: Have heard of incidents related to cyber security. 

Stage2: Have installed anti-virus software.  

Stage3: Understand firewalls and be able to configure them appropriately.  

Stage4: Can set up a network and create their own environment to prevent unauthorized access. 

Stage5: Be able to gather information about current security issues and discuss security measures with the 

networked community. 

As a problem, the seven items in the CSTA K-12 Computer Science Standards do not cover all possible 

assessment items for all information security education. 

4. Evaluation of Information Security Education Materials 

4.1. Selection of teaching materials 

The proposed rubric was used to target existing information security education materials in this section, and the 

items were mapped to the rubric. We used the Internet Content Review and Inspection Organization’s “First 

Information Security in a Different World” (Internet-rating observation institute 2021) as a mapping target 

(I-ROI). Minecraft is a game with a high degree of freedom in which students can create various objects  (large 

and small), raise animals, and fight against enemy characters.  Minecraft also has a proven track record of being 

used for security education (Markman, 2020; Geary et al, 2019). Using these characteristics, “First Information 

Security in a Different World” aims to teach students about security measures and cyberattacks through the 

experience of playing a game and seeing how security measures are implemented. The “First Information Security 

in a Different World” program includes seven tests divided by theme as well as tests to assess the level of 

understanding of these tests. Figure 1 depicts an example of this material. Additionally, this material is provided 

in Japanese. Further, the following is an overview of what will be learned in this material:  

Trial 1: Phishing 

Trial 2: Protecting Files During Cyber Attacks 

Trial 3: Virus (malware) countermeasures 

Trial 4: Incident Countermeasures 

Trial 5: How firewalls work 

Trial 6: Packet Management 

Trial 7: Web server port management 
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Table 1. Rubric for security education 

 
4.2. Associating rubrics with teaching materials 

To confirm the usefulness of this rubric as an evaluation axis for teaching materials, the study will evaluate the 

learning effectiveness of “First Information Security in a Different World,” created by I -ROI. As a result, in this 

paper, we map our rubric to the learning contents of “First Information Security in a Different World.” This 

mapping makes it easier to assess the learning effectiveness of this material.  

To begin with, as a premise, our proposed rubric does not cover all aspects of information security educatio n, so 

we have limited the rubric to perspectives that correspond to the learning content of “First Information Security in 

a Different World.” We used “First Information Security Learned in Another World” as a mapping method and 

applied it to the rubric's perspectives. As a result, 9 out of the 12 perspectives were matched. Table 2 displays the 

corresponding points of view and teaching materials. However, not all of the learning contents of this material 

could be applied. 

1 2 3 4 5

1

Understanding the reason

you need a password

(Necessity of password)

Can explain what

password.
Device and set password.

Analysis of a simple

password multiplied by the

file.

Can set a password that

can be virtually impossible

to guess and analyze.

The password can be set

and managed and operated

in the organization .

2

Aware of the current

cybersecurity issues that are

affecting the world, as well

as the measures that are

being taken to address them

(Understanding Cyber

Security)

Have heard the case related

to cyber security.

Have introduced antivirus

software.

Can understand the firewall

and make appropriate

settings.

The network can be

launched, and an

environment can be created

to prevent unauthorized

access.

Communities on the

network can collect

information about current

security issues and consult

security measures.

3

Understand how to protect

personal information

(Personal information)

What personal information

can explain?

There is an understanding

of the risk of personal

information on the Internet.

Management of its

personal information can

be performed.

Data can be examined from

data such as photos and

moving images from data.

Understand the method for

protecting personal

information as well as the

methods for keeping notes

and managing information

in organizational

operations.

4

Understand physical

security measures

(Understanding Physical

Security)

Understand the need for

data backup.

Data is distributed and

stored and corrupted.

Data storage can be used

online and offline, and the

method is appropriate.

Security measures can be

made on physical devices.

Can determine the delivery

guidelines of data in your

organization and try to

protect data.

5

Digital security measures

are understood

(Understanding Digital

Security)

Understand the need for

encrypted communication.

Encrypted communication

and other communication

can be distinguished.

Safe communication

environments can be used.

Can set up a private

network and build an

environment where you can

get attacked.

Data server operation and

port can be managed, and

external attacks can be

prevented.

6

Understanding multiple

encryption methods

(Encryption)

What can be explained by

encryption?
Can encrypt files.

Can use appropriate

encryption properly.

Understand the calculation

principle of encryption.

Can understand the

vulnerability in encryption

and encrypt and manage

important information.

7

Understanding the safety

transmission method of

information (Transmission

of information)

Information can be sent on

the Internet.

Encryption information can

be sent on the Internet.

From among the plurality

of transmission methods to

the scene can be used

properly.

Can model paths until the

information reaches the

other party.

Unless environmentally

dependent can

communicate information

safely.

8

Understand the factors such

as efficiency, feasibility,

ethical effects (Information

ethics)

Have heard about

information ethics.

Can discuss information

ethics.

When operating personal

information and important

information, you can

consider ethical issues in

management.

Can be resolved quickly

and efficiently for

operational problems that

occur.

It is possible to manage

and operate high ethics and

manage information.

9

Can take security measures

in various cases (Security

measures)

Who has heard of security

measures?

There is an experience that

worked on security by

itself.

Understand the

authentication method in

security measures and

know the weaknesses.

Can send and receive data

after knowing the attack

method.

There is an understanding

of the potential problem,

and its response can be

discussed and supported.

10

Cyber ​​Security can discuss

recommended measures in

various positions (Cyber ​​

Security Countermeasures)

Security measures can be

explained anymore.

Security measures can be

systematically illustrated

and described.

Can build security

measures and create a

report on the contents of

construction.

Countermeasures can be

explained about report

results of security

measures.

Security measures are

made, and their evaluation

and measures can be

performed and

documented.

11

Understanding security

measures and practical

trade-off (Application of

security measures)

The relationship between

security measures and

practicality can be

described.

Can explain the specific

proposal of security

measures.

A specific proposal of

security measures can be

performed.

Security measures can be

made while limiting

practicality.

While maintaining

practicality, security

measures that meet your

organization can be taken.

12

Understanding the method

and measures of

unauthorized access

(Understanding of

unauthorized access and

attack method)

Have heard of news and

incidents about

unauthorized access.

Know how to prevent

unauthorized access.

An unauthorized access

can be modeled for any

method.

It can be recognized that it

has received unauthorized

access.

Correspondence when

receiving unauthorized

access and identification of

the attack method can be

performed.

Item No.
Stage

Learning Perspectives
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Fig.1. First Information Security in a Different World. This is a teaching material provided in Japanese. Learn the 

basics of information security through Minecraft (All materials are provided in Japanese) 

Table 2. Correspondence between rubric and teaching materials  

Learning Perspectives Trail Number 

Understanding Cyber Security １, 2, 3, 4, 5, 6, 7 

Personal Information 1 

Understanding Digital Security １, 2, 3, 4, 5, 7 

Transmission Of Information 5, 6, 7 

Information Ethics １, 2, 3, 4, 5, 6, 7 

Security Measures １, 2, 3, 4, 5, 6, 7 

Cyber Security Countermeasures １, 2, 3, 4, 5, 6, 7 

Application Of Security Measures 2, 3, 4 

Understanding Of Unauthorized Access And Attack Method 5, 6, 7 

5. Experiments 

We evaluated and investigated whether the learning material “First Information Security in a Different World” 

created by I-ROI could satisfy the corresponding rubric perspectives as a learning effect. In this study, we selected 

the “Web Server Port Management” Section of Trial 7 from the study material “Information Security for 

Beginners in Another World” and conducted a security education course for elementary school students in 

November 2021. Participants in this course were recruited from elementary school students in cooperation with 

the community center in Sayama City, Saitama Prefecture, Japan. Four elementary school students applied 

through this recruitment. Consequently, there were four participants (L1–L4) in the security education course in 

this experiment. Table 3 shows the gender and grade of the participants. In addition,  the participants were 

informed that they would be given a short quiz before and after the course. The quizzes were administered 

anonymously. The participants were also informed that they would not be evaluated in a manner that would be 

detrimental to them. Details of the quiz are given in the next section.  

The course lasted 3 h, including the preparation and a quiz. The topic focused on webserver port management, as 

mentioned above. The learning objective of the course is “to understand the fundamentals of port.” The main 

lecture content included a 1-h-long explanation of what a port is at the beginning. We explained to the participants 

that there are certain rules for communication, such as “HTTP” for web pages. In addition, we explained that these 

rules, “HTTP,” etc., have their dedicated passageways, with numbers such as “80” at the entrance and exit. We 

also taught them about port scanning, which allows them to find out  which ports are “open” and “closed.” Further, 

we explained closing unused ports as a countermeasure against port scanning. Second, the participants learned 

about opening and closing ports through Minecraft to better understand ports. The learning content in Minecraft 

was first presented to participants with ports that should be opened and closed. Moreover, the goal was to open 

and close a door that looked like a port according to that goal. If it had to be closed and if the door was open, an 

enemy posing as a malicious communication would enter that door and the goal would fail. This Minecraft 

activity lasted approximately 1.5 h. 
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Table 3. Students Detail 

ID Grade Gender 

L1 5th Male 

L2 6th Male 

L3 5th Male 

L4 6th Male 

Table 4. Quiz details 

No. Question Content Question 

Format 

Possible Answers Rubric Item 

Number 

1 Explain with examples what a port is. Description Door to connect your PC to the 

Internet 

7 

2 What cannot be done if the port is closed? Description The relevant application is 

unable to communicate 

7 

3 You have found evidence of a port scan on 

your PC. What do you do first? 

Description Disconnect from the Internet 

and check for viruses 

9 

4 The home PC is not attacked because there 

is no important information on it. 

“o” or “x” 

choice 

x 2 

5 The only way to check the port scan is 

manual. 

“o” or “x” 

choice 

x 9 

6 It is not possible to do http communication 

from the main port. 

“o” or “x” 

choice 

o 7 

7 http and https communicate using the same 

port. 

“o” or “x” 

choice 

x 7 

5.1. About the Quiz 

To investigate the level of understanding of web server port management, a quiz was administered before and 

after the course to measure the effectiveness of the course. Table 4 below shows the quizzes that were submitted. 

The quiz consisted of 7 questions in total, two types of questions: “o” and “x” choice type questions, and “write-in” 

type questions. This quiz corresponds to the rubric evaluation perspectives of “understanding of cyber security,” 

“information communication,” and “security measures.”  

5.2. Experimental Results 

This section describes the experiment. The figure 2 shows the results of the experiment.  Figure 2 shows the results 

of correct and incorrect answers to the quiz (a. Individual quiz results before and after the course). 

5.2.1. Quizzes Results 

The quiz results are presented in this section. First, the violin plot diagram in Fig.2 shows a comparison of the 

results across participants (b. Score Comparison). When the results were compared before and after the course, the 

lowest score was 2 and the highest score was 3. The lowest score after the course was 4 and the highest score was 

6. The mean quiz score before the course was 2.75, and it was 4.5 after the course. The difference was 1.78 points, 

indicating that scores improved after the course. We now turn to the individual results. The changes in individual 

scores are shown in Fig.2(c. Individual Score Comparison). Fig. 2 (c. Individual Score Comparison) also shows 

the responses of learners from L1 to L4; all learners from L1- to L4 showed an improvement in their scores. 

Individual scores have risen from 3 to 4 points for L1 and L2, from 2 to 5 points for L3, and from 3 to 4 points for 

L4. Thus, based on these overall findings, it is possible to conclude that the port's understanding was deepened 

throughout the course. 

5.2.2. Rubric Evaluation Results 

The results of the rubric evaluation based on the quiz results are discussed in this section. The relationship 

between the number of justifications for the quiz and the rubric's rating levels was defined as shown in Fig.2 (d. 

Definition of Rubric Evaluation). If the number of justifications did not meet the definition in Fig.2  (d. Definition 

of Rubric Evaluation), the evaluation viewpoint was rated as “not understood” with a rating level of 0. 

Furthermore, the N/A locations were not evaluated because the results of this quiz indicated that they were 

difficult to evaluate. Fig.2 depicts the evaluation results based on this definition (e. Rubric Results). As a result, 

except for L2, the evaluation stages improved: L1 and L4 improved from 0 to 1 in the “communication of 

information” stage; L3 improved from 0 to 1 in the “security measures” stage; L4 improved from 0 to 1 in the 

“security measures” stage; and L4 improved from 0 to 1 in the “security measures” s tage. 
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Fig.2. Experimental results 

 

 

 

 

Questions L1 L2 L3 L4

Before After Before After Before After Before After

Q1 0 1 0 1 0 1 0 1

Q2 0 1 0 0 0 1 0 1

Q3 0 0 0 0 0 1 0 0

Q4 1 1 1 1 1 1 1 1

Q5 1 1 1 1 0 1 1 0

Q6 0 0 0 0 0 0 0 0

Q7 1 1 1 1 1 0 1 1

Total 3 5 3 4 2 5 3 4

a. Individual quiz results before and after the course

1: Correct, 0: Incorrect

b. Score Comparison c. Individual Score Comparison)

Learning Perspectives Number of questions 
Number of justifications for 

rubric evaluation stage 1

Number of justifications for 

rubric evaluation stage 2

Understanding Cyber ​​Security 1 1 N/A

Transmission of Information 4 3 4

Security Measures 2 2 N/A

d. Definition of Rubric Evaluation

0

1

2

Understanding 

Cyber ​​Security

Transmission of

Information
Security Measures

L1

Before After

0

1

2

Understanding 

Cyber ​​Security

Transmission of

Information
Security Measures

L2

Before After

0

1

2

Understanding 

Cyber ​​Security

Transmission of

Information
Security Measures

L3

Before After

0

1

2

Understanding 

Cyber ​​Security

Transmission of

Information
Security Measures

L4

Before After

e. Rubric Results
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6. Discussion 

This section discusses this study and presents the responses to the RQs. 

6.1. Discussion of Rubric 

In this study, we proposed a rubric to evaluate educational materials in information security education and to 

assess the extent to which these materials can achieve learning in information security education. Teaching 

materials and evaluation rubrics have been proposed in previous security education research, but in many cases, 

the teaching materials and rubrics were proposed as a set, and the rubrics are not very versatile . The learning 

perspectives for our proposed rubric were established using the existing CSTA K-12 Computer Science Standards 

for computer science education. Furthermore, we proposed a versatile learning perspective for information 

security education based on the CSTA K-12 Computer Science Standards. To validate the usefulness of the 

proposed rubric, the learning perspectives of an existing information security teaching material, “First Information 

Security in a Different World,” were mapped to the rubric's learning perspectives. However, some items in the 

teaching materials were difficult to map and the rubric did not cover all items of information security education. 

As a result, the rubric should be expanded by referring to more existing indicators to improve its versatility. 

6.2. Discussion of Experiments 

In this study, a course was performed to verify whether the learning perspectives addressed by the rubric could be 

met by using the teaching materials. The course implemented the contents of “Trial 7” of the material presented in 

subsection 7.1. The validation was evaluated by a 7-point test on the communication port. The learning 

perspectives evaluated were “Understanding Cyber Security,” “Transmission of information,” and “Security 

measures.” As a result of the course, the average score improved, as shown in Fig. 2 (b. Individual Score 

Comparison). 

Individual results show that all students improved their scores from L1 to L4, indicating that the materials are 

effective for port-related items. However, there was no change in the learning achievement stage of L2. In the L2 

responses, Q1 was answered incorrectly before the course and correctly after the course. Q1 was a descriptive 

question that described the port with an example. This question corresponds to the “Transmission of information” 

learning perspective of the rubric. The other questions corresponding to “Transmission of information” are Q2, 

Q6, and Q7; L2 correctly answered Q6 before the course but was assigned a learning achievement level of 0 based 

on the rubric's definition of learning achievement level. L2 correctly answered two questions after the course, Q1 

and Q6. However, to reach achievement Stage 1, L2 had to correctly answer three questions. As a result, the L2 

achievement level was 0. Furthermore, L3 correctly answered Q7 before the course and L4 correctly answered Q5 . 

However, they answered incorrectly after the course. Since both questions were multiple-choice, it can be said 

that the students responded intuitively before the course. The learning perspectives for L3, “Transmission of 

information, “ and L4, “Security measures,” were 0 both before and after the course, by definition of the rubric's 

assessment of the learning achievement stage. Furthermore, L1 and L4 improved their learning achievement in the 

learning perspective of “information transfer.” As a result, it is suggested that the materials used were effective in 

improving the achievement level of “information communication” from a learning standpoint. l3 increased the 

level of achievement in the learning perspective of “security measures.” 

As a result, the materials used may improve the achievement level of the learning perspective of “security 

measures.” However, the teaching materials may be ineffective in terms of improving the achievement of the 

learning perspective of “understanding cyber security.” These results suggest that the proposed rubric can be used 

to evaluate security education materials and identify areas for improvement. However, additional data collection 

is required due to the small number of participants and the possibility that the rubric's effectiveness may be 

dependent on teaching methods. 

6.3. Answer to Research Questions 

6.3.1. RQ1: Can we create a rubric to evaluate information security education materials?  

Using the CSTA K-12 Computer Science Standards and dividing the learning perspectives required for security 

education into stages, the responses to RQ1 were able to create a rubric. However, the proposed rubric does not 

cover all aspects of information security learning. As a result, it must be expanded to include indicators other than 

the CSTA K-12 Computer Science Standards, as described in Section 6.1. 

6.3.2. RQ2: Can the proposed rubric be used to evaluate information security education materials? 

In response to RQ2, the proposed rubric can be used to evaluate information security education materials by 

mapping the learning items of the materials to the learning perspectives of the rubric as shown in Table 2. 
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Furthermore, we ran and evaluated a course using the mapped instructional materials. As a result, as illustrated in 

Fig.2 (Rubric Results), the learning perspectives in information security based on the rubric can be easily grasped 

in terms of the participants' achievement stage. However, due to  the small number of participants in this course, 

additional verification is required. 

6.4. Threats of validity 

Threats of validity in this study include: (1) Only CSTA was used to create the rubric, which does not cover all 

information security learning perspectives; (2) Only certain items in existing security education materials were 

evaluated; (3) The number of participants in the course is small and statistical analysis is not available.  

These validity threats will be addressed through modification of the rubric and further experimentation. 

7. Related Works 

In this Section, we highlight relevant studies and demonstrate the benefits of our research. Many studies have 

addressed information security education activities for young people(Oguma et al 2021; Shiota et al, 2019; Geary 

et al, 2019). Learning effects have been assessed in these studies. However, the evaluations used in these studies 

are limited in their applicability. Furthermore, the evaluation methods must be reviewed each time new teac hing 

materials are developed. Ramsoonder et al. conducted another study (Ramsoonder et al, 2020). This study used 

Bloom's taxonomy to map a cybersecurity education curriculum. A rubric was also proposed in this study. The 

proposed rubric is SQL-related, which is still a limitation in terms of versatility. 

In our study, we proposed a rubric that is versatile enough to avoid the need to design new assessments due to 

changes in teaching materials. 

8. Conclusion and Future 

We proposed a rubric to assess the learning effects of using information security education materials. The 

proposed rubric is based on the security items of CSTA K-12 Computer Science Standards, and the learning 

perspectives are defined. We also divided the learning perspectives into five leve ls of learning objectives. 

Furthermore, we assessed an existing educational material on information security, “First Information Security in 

a Different World,” to show whether the proposed rubric can be used for evaluation. As a result of the evaluation, 

it became easier to understand the points to be enhanced in the said educational material. However, as an issue, 

not all items were statistically evaluated. As a result, for future research, we plan to reconsider and verify whether 

the range of the step-by-step evaluation of learning perspectives in the rubric is even, to verify the learning effects 

of “First Information Security in Another World” and other information security educational materials, and to 

improve the method of measuring learning effects. 
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